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A UNIFIED FRAMEWORK FOR OPTIMAL ROUTING

1. Introduction

The complexity and limitations of performance and interoperability of different
Internet routing protocols are serious obstacles to future network integration.
Globa and European Internet traffic is increasing exponentially and will continue
to do so with the introduction of new services now and over the next few years.
The significance of routing protocols and the importance of their level of optimal-
ity grows in proportion. Also the current trend toward political and industrial inte-
gration requires different networks to interoperate seamlessly in a manner not con-
sidered when their origina standards and protocols were defined. An efficient
method of discussing, comparing and improving routing and routing protocols,
alowing for appropriate route redistribution, for example, is long overdue.

It requires only limited analysis to recognize that existing Internet routing pro-
tocols are sub-optimal in their performance. However, any attempt to address the
problem is hampered by differences in principles and objectives of the different
systems and their underlying algorithms. This paper provides a framework for
appropriately comparing and contrasting routing protocols. It has three main parts.
Firstly, existing and proposed routing protocols are classified according to their
method of operation, scope and objective. Thisis a significant improvement on the
current distinction between distance-vector and link-state protocols. Secondly, a
universal theory of path-, network- and domain-optimal routing is developed. This
takes into account differences in underlying metrics, cost calculations and objective
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functions, and is sufficiently generd to include all existing pr otocols and a number
of proposed extensions. Finaly, with these results in place, the paper describesthe
shortcomings of existing routing protocols and discusses options for seeking im+
provement. This covers key aspects of computational complexity and outlines the
difference between exact and heuristic optimization. New advances using local
search agorithms are introduced and the value of Ant Colony Optimization (ACO)
techniques is assessed in conclusion.

2. A Classification of Routing Protocols

An internet comprises a number of networks organised into connected domains.
A domain, sometimes called an Autonomous System (AS), is a group of networks,
usually under a common administration, together with the devices connecting
them. These connecting routers run routing protocols (RPs) to calculate preferred
routes to remote networks. Interior Routing Protocols (IRPSs) exchange routing
information among routers within a domain, Exterior Routing Protocols (ERPS)
between domains. Figure 1 illustrates the structure. ERPs are generally more con+
cerned with applying rules than calculating routes [1] and are not considered here.
This paper deals with IRPs.

® Router

""" Domain

Figure 1: The routing model



IRPs are often classified as distance-vector (DV) or link-gtate (LS) according to
the method of information exchange used. A more appropriate classfication for
the purposes of this paper will be on the basis of the route-calculation algorithms
applied. Although there are some aspects of DV protocols that restrict the sophisti-
cation of the route calculation [1], much is convention only and the two are treated
independently here. Also, where a distinction is necessary, the term path will be
used to represent the sequence of links from source to destination network and the
term route for the first such step, this being the entry in the router’s routing table.
A routing is the derivation of one or more routes, which may or may not involve
knowledge of a complete path.

Table 1. Typesof Routing Protocol

PO P1 P2 P3 P4

Examples: Satic | RIP OSPF | EIGRP | ERP
The RP can calculate path

X v v v v
costs

The RP can apply different

costs to different links X X Y Y Y
'I_'he RP can apply dynamic X X X y y
links costs

T_he RP can apply cumula- X X X X y
tive link costs

Five classes of protocol, of increasing sophistication, are defined below and
summarised in Table 1.

Type O: Costless Routing (PO)

A PO protocol has no concept of link cost, essentialy because any route calcula-
tion process is suspended or restricted for one or more routes. Transmission over
such routes is a fixed, random or broadcast process. Static routes assigned manu-
aly by anetwork administrator trivially use a PO protocol.

Type 1: Unit-Cost Routing (P1)
A P1 protocol assigns an equal (unit) cost to al links. A P1 protocol will calcu

late the preferred route as the path with the fewest links. Routing Information Pro-
tocol (RIP) [1] is an example of a P1 protocol.



Type2: Metric-Cost Routing (P2)

A P2 protocol can accommodate links of different costs. An optimal route will
be the path for which the sum of the individua link costsis minimal. For example,
the Open Shortest Path First (OSPF) protocol [2], in its simplest form, calculates
cost as 10° / b where b is the bandwidth in bits per second of the link [1][3].

Type 3: Dynamic-Cost Routing (P3)

A P3 protocol alows link costs to vary dynamicaly, reflecting changing net-
work characteristics. As an example Cisco's Enhanced Interior Gateway Routing
Protocol (EIGRP) [1] can be configured to use transient factors such aload or de-
lay to caculate cost. For any given cost configuration (snapshot), routes are calcu-
lated by minimising path costs as with P2 protocols.

Type 4: Cumulative-Cost Routing (P4)

A P4 protocol recognises that true link costs, dynamic or otherwise, cannot be
determined in isolation. A link which forms part of the path for a number of routes
may have a higher cost than will be apparent for each route independently (since it
will be subject to a greater load or experiencing a longer delay, etc.). Itstrue cost
will be a function of the routing across the whole domain, not for a network or
network pair considered separately. P4 protocols, and their performance relative to
non-P4 protocols, are discussed in this paper. Only P4 protocols can achieve or
closely approximate globa routing optimality. Proposals for such an Enhanced
Routing Protocol (ERP) are given in [4] and [5].

3. A Framework for Optimal Routing

In what follows, the notation i® j is used to represent the single link from i to j and
ab b for the path between end pointsa and b. ab b > i® j meansthat traffic from
atobiscaried by thelink i® j. " isused as shorthand for ‘for all’ or ‘for every’
and $ for ‘thereis or ‘there exists'.

Defineadomain D = (N, T) by aset of n networks N = {1,2,..,n} and a traffic ma-
trix T = (tw: @bl N) where t,, represents the traffic (known flow, projected re-
quirement, etc.) from ato b. (In situations in which traffic cannot be measured or
predicted, we can set T= (1), thatist,, = 1" abl N.)
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A protocol P = (M, c), acting on adomain D, is defined by a metric matrix M =
(m;: i,j1 N) and a cost function c(t,m). m; specifies the measure of i®j used by P
and c(t,m) the cost of carrying traffict on alink of metric m

A distribution X = (X;": a,b,i,jT N), acting on adomain D, is defined as

b _11l:aP br>i® j
X ~1 0:otherwise

(1)

A digtribution is feasible if a sequence of links carries traffic from source destina-
tion where necessary. A distribution is path-feasible (or ab b-feasible) for ab b if

X = 1 0r $Ky Ko,k such that X5, =X, =..= Xoo . = Xep =1. A distribution
is network-feasible (or a-feasible) for aif " bl N, X% = 1 or $ Ky k,,...Ks such that

Xie =Xy, ==X = Xep =1. A distribution is domain-feasible (or fully-
feasble) if " ablN, x¥= 1 o $ Kkyky,..ke such that
X = Xen, = =Xe . = Xep =1. Ineach case, d isthe degree of rerouting for

ab b under X. (If X3 = 1,d=0.)

For agiven distribution, X, thetotal traffic on i® j isgiven by
0O O g
ti;( = a a. )gjbtab @
and the cost of i® | by

k¥ =ct;\m)=c(a & x"tpm,)- ©)

al Nbi N

Theided routing isthen afully-feasible distribution X that minimises

K*=8d k=44 ct, m)=3aa cda xt,m) @

TN jIN N jIN TNjiN a Nbi N

across the domain. However, such optimality may be difficult to achieve. It is
considered now at three levels.
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Define a path-routing P = (p:”: i,jT N) for ap bas p;° )g‘j‘b" ijl N. PPis
feasible if X isaP b-feasible. Define a network-routing Q° = (qij - bijl N)fora
as g’ =X%"" bijl N. Q%isfeasbleif X is a-feasible. Define a domain-routing
R= (" abijil N)as r=x" apijl N Ris feasbleif X is domain-
feasible.

The (known) cost of i® j (solely) under a path-routing P* is pfj‘bc(tab,mj). The
path-cost of P* is then given by

:é é p|] C(tab'm)_a a.C( ] ab’ ) (5)

iTNjIN iTNjTN

(assuming c(0,m) = 0. If P* minimises C*, P* is said to be path-optimal for
ab b. Xis path-optimal if P® minimises C*" a,bl N. If X is path-optimal then

Kiar = & & & 06t m;) ©)
aNBINiINjIN
IS minimised.
The (known) traffic on i® j under a network-routing Q* is é qu"btab and its cost
bl N
givenby c(Q 0ita, M) . Thenetwork-cost of Q*is then
bi N
o O [« al
= _a. a C(a. qubtab’mj) a a. C(a lebtab’mj) ' (7)
iTNJjIN HN iTNjiN

If Q* minimises C?, Q% is said to be network-optimal for a. X is network-optimal if
Q® minimisesC*" bl N. If X is network-optimal then

K<>:1etwork> é é. é. C(a XIJ ab? mj) (8)

aNiINjJN B©N

IS minimised.
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Thetraffic on i® j under adomain-routing R is é é rif‘btab and its cost given by

d Nbi N
c(d a rIJ ab»M;) - The domain-cost of Risthen
al Nbl N
o O o O ab. _ ab.
C= a a. C(a a r.| tab’ m ) a a. C(a a XIJ tab'mij)' (9)
iTNjTN a Nbl N MTNJjTN aNHN

If Rminimises C, Ris said to be domain-optimal. X (=R) isdomain-optimal if Ris
domain-optimal. If X isdomain-optimal then

<doma|n>( C) a. é C(é é Xl]abtab’mij) (10)

iTNjIN d Nb N

is minimised, which is the derivation of K* (now K, ..) in(2), (3) and (4). The
ideal then is domain-optimality - that is, to minimise K’ ... Most existing
protocols are path-optimal: they minimise K pat- fOF €2Ch path ab b independ-
ently, which will not, in general, minimise K, .. for each network a or
K X

<domain>

for the complete domain. Pursuing network-optimality, that is minimis-

ing KX independently for each a, will not minimise K’ .. but will

<network>

achieve a lower K2, ... than minimising KX vt INdependently for each ab b.
Using the classification of the previous section, PO protocols are not capable of any
cost minimisation. P1, P2 & P3 protocols will minimise K<Xpath> with increasingly
sophisticated metrics M = (m;: i,jl N) and costs ¢(t;m). Only P4 protocols can
minimise or reduce K2\ oo OF Ko - BEfOre continuing, we refine the defi-

nition of P4 protocols.
Type 4a: Networ k -Cumulative-Cost Routing (P4a)

A P4a protocol seeks to minimize or reduce

K<>:1etwork> é. é. é C(é. J ab? m ) (11)

aNiINjJN BdN

for each network a.
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Type 4b: Domain-Cumulative-Cost Routing (P4b)

A P4b protocol seeksto minimize or reduce

I‘<<Xdomain> = é. é C(é é. Xi?btablmij) ' (12)

INjiN aNHBN
4. Achieving and Approximating Optimality

PO, P1, P2 and P3 protocols have been discussed in length in many forms (eg
[2][2][3]). This paper concludes by considering options and possibilities for P4 (a
and b) protocols. There are two significant difficulties in the implementation of
both types:

Practical routing protocols cannot employ centralized algorithms — that
is, asingle process running on some central site. They must run in dis-
tributed form — that is, independently on each router. The problem with
such independent (P1, P2, P3) processes to date is that they have com-
peted for, rather than co-operated over, network resources [4].

The complexity of the algorithms becomes an issue. minimizing or re-
X

ducing K. omairs IS COMputationally more expensive than minimizing or
reducing K2 .o » Which is in turn a harder pocess than minimiz-
. X

Ing K< path> [5]

Considering the second point, if exact solutions are not achievable then g
proximate (heuristic) methods will be required. Whilst P1, P2 and P3 protocols

can minimize K<Xpath> exactly [6], heuristic methods will amost certainly be e
quired for both P4aand P4b protocols [5].

Two heuristic, distributed (router-based) P4a algorithms are given in [4] and
[5]. Both are intended to provide enhanced performance: the first (P4al in Tables 2
and 3) in comparison with manual domain partitioning (not discussed in this paper)
and the second (P4all) over simple pairwise (P2/P3) network routing. They use
novel implementations of established agorithms [7][8] together with the addition

of co-operative features. This is essentially possible because KX can be

<network>
minimised or reduced independently for each network a. Testing has been carried
out on two platforms:



The ns2 network smulator [9]
The University of Wales NEWI (UOWNEWI) NetSim package

To illustrate the value of such an approach, domains of 20, 50 and 100 networks
were tested, 12 runs in each case, with topologies and bandwidths generated at
random. Timings are given for the partitioning algorithm, P4al and the path
determination algorithm, P4all, and in comparison with the equivalent P2 or P3
protocol. Routing cost results are given for a compound agorithm, running
independently on each router (as it would in practice) in comparison with a P2/P3
protocol.

Table 2: Run times

Number of (Mean) number of stepsto converge % increase over P3
?%Works P3 P4al P4al| P4al | P4al+P4all
20 7.2x 10° 8.1x10° 8.4 x 10° 17 28
50 7.4x 10’ 82x 10° 1.0x 10° 35 47
100 4.3x 10° 44x10° | 7.8x 10° 81 o2

Table 2 summarizes run times, measured in steps. A step isasingle high-level
language instruction. Convergence is the state of stable partitioning and/or routing
across the domain.

The percentage increase in run time of P4al and P4all agorithms over P2/P3
protocols increases approximately linearly with the size of the domain.

Table 3 compares K., 1 SUmmed over al networks a, and K2y ... for

P2/P3 protocols with P4al and P4all agorithms. Although P4al and P4all
dgorithms seek only to improve KX independently for each network,

<network>
X

<domain>

savingsin K aso result.

Both agorithms (in combination) offer significant improvements in rout-
ing/loading efficiency at the expense of a modest (in complexity terms) increasein
run time. P4a protocols then are clearly viable — athough they remain to be im-
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plemented on production routers in fully operative environments. Whether these
heuristic algorithms can be replaced by exact onesis an open question.

Table 3: Routing costs

Numoer (t0dl) K i S

networks % improvement of P4al+P4all over P3

(m) Minimum Maximum Mean Minimum Maximum | Mean
20 14 69 37 5 65 20
50 23 88 43 19 69 32
100 26 72 44 25 75 37

So what of P4b protocols? How can independent processes combine to
minimise or reduce KX ? The solution may come from an agent-based

<domair> *
approach or, more specificaly, through the use of ant-colony optimisation (ACO)
[10].

ACO dgorithms mimic the behaviour of co-operative ants in laying down
(sharing) key information (pheremone) to determine a best or improved collective
approach to route-finding. These *ants’, in arouting environment, could be used to
share routing information, or more specifically routing intention, between routers
and networks to improve routing across the whole domain. Although heuristic by
definition, it may be that significantly better results can be obtained than in
isolation.

Success, on alimited scale, in using ant-colony algorithms for adaptive network
routing solutions is reported in [11]. Although untested for larger domains, it may
be expected that these techniques, in conjunction with the partitioning and path
determination concepts in [4] and [5], could lead to further advances. Research
continues into ACO network/domain routing in the Centre for Applied Internet
Research (CAIR) [12] at the University of Wales, NEWI Wrexham in the UK.
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SUMMARY

This paper has defined and andysed different classes (PO, P1, P2, P3, P4a and P4b) of routing
pratocol. PO, P1, P2 and P3 already exist and are used on production routers. P4a protocols are
shown to be viable and worthwhile and possible avenues for P4b protocols are discussed in
conclusion.



