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ABSTRACT

This picee, by way of an cxample, introduces a fow
questions encountercd in data communications |
analysis and offers some (not gquite sa many)
answers. A close inspection of fgures resulting
from o period of traffic measurcment in a network
reveals an interesting anomaly. Whilst the root
canse is easily dentified, following the path o iis
cnd leads toa complete and allogether more satis- —
Factory solution.

Introduction =

ommunication networks (oday are big business However,
if wou've got one. it pays to understand 1! The prolifera-
tiom and expansion of voice, data and integraléd (voice
and cliata) systems continues apace bul they don't manage them-
selves. Metworks have 1o be continually ‘tweaked” to provide
oplimum performanes, to offer the highest levels of serviee. A
key Tedture in providing the right service 1s an swarencss of what
customers wand in terms ol the mfarmation they wish 1o send
and receive. The slightest misundersianding as 1o the nature of
the traffic your mevwork carries, the smallest misconception, can
be costly. Seconds count in networking, This article examines a
simple example. trivial in itself, but nevertheless o uselul exercise
in never taking anything at face value
As with any large system, there are essentially two ways of
trving to understand what is going on in a communications
nelwork: modelling and observation - theorr and practive in
other words. The ideal situation arises when both methods agres
A network in which theoretical predictions are borme out by
empirical ohservations or in which observed peculiarities can be
explained on paper is likely to be well-understood and conse-
quently well-managed. However, this relationship is not always
easily achieved

The Scene
When we speak ol the raffic in a network, we essentially mean
data flowing in an enceded form between pairs of points within
it, These points may be simply the end points of 4 single transmis-
sions link, o chientfserver pair in a local area network (LAN) o
two hosts joined by a wide area network ( WAN) or internet, For
the purpose of this simple discussion, the distinetion is

-

unmmpartant, except w0 note that larger trailic
samples across larger portiens of a network are
more likely to correlate with our predictions,
assuming those predictions 1o be correct.
ic within a nelwork ar part of a network
will take the form of a number ol circuits estab-
1 lished between end-points for the purposes of
r sending and/or receiving data. I we measure and
log siech activity i these end-peints, we obiain a
} segquence of call connect/diseonnect (CCD)
signals that may be used to describe the underlying
traffic

Tra

IT we can assume that a circuit establhshed
W | across one or moere links dedicaies those links to
—  the call they carry (1. no data between other end-
points can be carried at the sameé time) then we have all the infor-
maiion we need 10 deseribe the network usage.

Two distributions. both available from the CCD signals. will tell

us all we need to know aboul the network tralic. These are:

& the distribution of call arcivals — the frifer-cofl dfveriharion
(1CI) - each measurement caleulated as the difTerence in time
between the arrival of one call and (he arrival of the naxt.

& the distribution of call lengths - the call dusation distribution
{CDD) - each measurement caleulated as the difference in time
between the arrval of a call and its termination

The twodistributions have many features in common and we can.
where apprapriate, refer to a general call diviriburion (CD) where
the distinetion is unimporin,

In principle, both distributiens are continuous so a thearetiva!
0 would have a form as shown in Figure 1. Any sequence of

i e —
0 H

Figure 1. Thearetical CD
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Figure 2. In of theoretical CD Figure 4. Poisson call arrivals

events, recorded with respect to the time at which they occur, and
in which any two events, and hence their timings, are taken as
independent (not always a justified assumption but let’s work
with it for now) will give rise to a negative exponential probability
distribution with probability density function (pdf) given by

fy=6e"

where ¢ represents the time between two consecutive events. In
such cases there is obviously a higher probability of short inter-
vals than longer ones (f(a) > f(b) for a < b) with the mean given
by p where

l—l:a

Taking the natural logarithm of the theoretical CD pdf gives

L(t)=1In(f(1))
=In(6e"”)
= InB -6t
=K-0t

(where K is a constant) which is linear in # as shown in Figure 2.
This provides a useful and convenient check for observed data.
Data taken from a small college LAN is presented in Figure 3 for
comparison. Naturally, we expect a degree of real-world devia-
tion from the theoretical model but some particular causes are
discussed in the next section.

As a slight aside, if the ICD follows this model and we let ¢ rep-
resent the number of calls arriving in a given unit of time, then ¢
will follow the Poisson distribution (as shown in Figure 4) with
pdf

NS
poy =22
c!

In(number of observations)

0 10 Interval (s)

where X is the mean number of call arrivals in unit time so that

A=—=6.
0

For this reason, phenomena such as calls within a communica-
tions system found to have negative exponential interval pdfs
are commonly referred to as having Poisson characteristics or
obeying the Poisson model.

So Much For The Theory!

So call distributions in a network will always look like this, will
they? Well, no! Actually there’s quite a lot that can happen. Dif-
ferent types of system, using various technologies, will have dif-
ferent CDs. Even within a network, there will be distributed
deviations from the norm, reflecting local configurations or
problems such as bottlenecks and equipment failure (‘outs’).
Measuring — and understanding — network traffic can be some-
thing of a Forth Bridge exercise. Even if you can get a grip on
what’s happening, the smallest reconfiguration can throw it all
off and you have to start investigating all over again. There’s a
lifetime’s work involved in trying to work out what’s goingonina
network so it’s probably as well for us that the networks them-
selves rarely last that long! They disappear or are replaced or
evolve into the next version. Whether any of them are ever truly
understood before they go is debatable.’

In fact, even if a network does behave the way we would like itto
_ that is, if it follows our neat models, it often hides it rather well!
The example that follows is trivial but should be instructive.

Suppose we monitor and log a (preferably large) session of
CCD signals. We tabulate the results and they look something
like Figure 5. This almost looks like the negative exponential dis-
tribution from Figure 1, but is it? If it is then what has happened

Number of observations

(@ CCD signals|

Interval (s)
0 1 2 3 4 5 6 7 8 9 10

Figure 3. In of observed data {college LAN} Figure 5. Observed data (test network}
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io the first value? That deesn't look right. Are there fewer calls of
the shorest length being carred on this network? Should we
tweak the nevwork parameters to accommodate?

Todo so would be an overreaction { particularly if we note that
a similar anomaly appears to he present in Figure 3) but worse
things have happencd in practice! However, if” we take a look al
where these ligures came Mrom, we should be able to get an wea of
whv thev ook as they do

I Gact. its not dilficult to see where the discrepancy originalés.
The problem stems from the limited accuracy with which we
measure events. The theoretical CD s continuous whereas the
observed CD cannot be, Typical call logging will be accurale to
the nearest second” =0 our intervals will recorded as integers. This
i nol of purely academic mterest. Calls of less than a second n
duration are commonplace today. Control packets are tvpically
short and even large data packets take little time (o transmit. A
standard E1 link transmits at 2.048M bps — over two million bits
per second — and much higher data rates are available. You can
transmit a lot of data ina second — and it can go a long way!

50 we shouldnt expect our D o look exactly as Figure 1.
Fine, hut what should it look like? What would we expect 1o see
from our observed CD i the underlving theoretical CDF i3 nega-
tive exponentipl? Qur observitions sugeest o distribution very
similar to the negative exponential im all but the first value. s
there such a distribution? Well, if there is, we can derive it from
first principles

The interval we are trymyg 1o measure can be considered as the
dilference bevween times and r, (7= 0, ) st which events @ and
M ocear {1 <0< e the number of events over some period).
The elapsed time between events @ and @, 15 given by

s that A 15 a positive real. [T we conld apprasimate A, (in seconds
savl by (A f the integer part of A, we would not have a preblem.
Instead. however, itis the values of ¢ and ¢ that are truncated on
lopgme to f¢ fand (i frespectively and it s this that keads to the
distorted distribution. The apparent elapsed time between events
b oand I will be recorded as

8= ft.f-{t]

5o that & 15 4 non-negative integer. In general of course & may not
he equal to fA ] as suggested in Figure 6 so that, while the disti-
bhution of & may be related to the distribution of A, the two are
not identical. (In proceeding to discuss the diseribarions of A and
&, the subscripts have heen dropped [or simplicity)

We can however establish a connection, Obviously

A= AT+ 1A

where (A} 15 the fractional part of & with ¢ = {A} < §, For any
given value of A, & will equal either fA[ or fA] + ! and we can
calculate probabilities exactly as follows,

Define the comditional probability function pra | AJ 1o be the
probability that Ji) - fo /=06 given that { - = A Then, assum-
ing the fractional parts of the times ¢ to be unitormly distributed
over the interval i< {1} = T, we have

POfALIT A =0
pifaf|a)
pifaj+l | Al=
_||.l|'l|"."|_l.f+lr' | A=

forf=1,

|
e

Bl - el

Figure 6. Truncatbon and subtraction

as shown in Figure 7. The shape of pra | A for different valees
of & is illustrated in Figure ¥ and from this we can see that the
pid | A function can be written in rearranged form as

0 for A= d—1,

A-d+lford-1=A=d

b=+ for dSASHHL

Ofor A= B+

I"'l.ﬁ-'!":' =

I A ) 18 the pdl of the continuous variable A then pe &), the pdf
of the discrete variable 4, is given generally by

8 = J FAr A
W
If A follows the negative exponential distribution with ffal =
A, the pdf gré s given by

o) = Il}r ol § AvdA
We need to consider two cases separately since p(6 | A) is sym-
metric about § at each point excepl & = ¢ (see Figure 8). This
indead is the root cause of the anomaly in figure 5. For & =, we
have

i) =j:-|¢ ] — A

=1+ X
5]
and, for 8 = 1,
/ If.Jf'j'd”:_’I.,l p[ll'jjl'+_|’ | Al
'M"“x\h .#f’_,_.r’
HH“H. A
o o
b e
;:}fx‘&.
._,-'"f. x‘"*x
¥ =N
y e,
,rJ - e -
{4l A fAq+ 1

Figure 7. The function pi:
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Figure 8. p(5 | A} for various 6

3 &+1
g(8) = [0 p(A-3+1)dA+ [Be (8- A+1)dA.
8-1 3

_2e™®(cosh0-1)
—

Before we go any further, we can check that this is a valid pdf as
follows:

& e -1 2(coshf-1)=~ _
=1+ + e®
g;g(s) 5 . 52'{

8L -8 _ 9,8
Sl e-9_1+(‘_fe—32)L
6 l-e

=1

as required. Values of f{A) and g(3) for different 6 are given in
Tables 1 and 2 and a graphical comparison in Figure 9. There is
an obvious difference at zero and then this reduction is made up
almost imperceptibly over the values that follow. The shape of
g(8) for © = Y closely resembles that of Figure 5 whereas the log-
arithmic form is very similar to Figure 3. As a comparison, a
large data sample taken from a national enterprise network is
shown in Figure 10. Again, real data deviates from any theoreti-
cal model but the general shape is apparent and the reduced
initial value is clearly visible. Bearing in mind the fluid nature of
data communications traffic, it would be presumptuous to claim
to have found the ‘correct’ distribution but we do appear to have
something that works!

Conclusion
This is a simple exercise, not unimportant, but simple. If we think
of the study of networks as being like a network itself — with

Table 1. f{A) for various 0

0 =05 0.4 0.3 0.2 0.1 0.05 0.01
A=0 0.500 0.400 0.300 0.200 0.100 0.050 0.010
A=1 0.303 0.268 0.222 0.164 0.090 0.048 0.010
A=2 0.184 0.180 0.165 0.134 0.082 0.045 0.010
A=3 0.112 0.120 0.122 0.110 0.074 0.043 0.010
A=4 0.068 0.081 0.090 0.090 0.067 0.041 0.010
A=35 0.041 0.054 0.067 0.074 0.061 0.039 0.010
A=6 0.025 0.036 0.050 0.060 0.055 0.037 0.009
A=7 0.015 0.024 0.037 0.049 0.050 0.035 0.009
A=8 0.009 0.016 0.027 0.040 0.045 0.034 0.009
A=Y 0.006 0.011 0.020 0.033 0.041 0.032 0.009
A=10 0.003 0.007 0.015 0.027 0.037 0.030 0.009
A=11 0.002 0.005 0.011 0.022 0.033 0.029 0.009
A=12 0.001 0.003 0.008 0.018 0.030 0.027 0.009
A=13 0.001 0.002 0.006 0.015 0.027 0.026 0.009
A=14 0.000 0.001 0.004 0.012 0.025 0.025 0.009
A=15 0.000 0.001 0.003 0.010 0.022 0.024 0.009
A=16 0.000 0.001 0.002 0.008 0.020 0.022 0.009
A=17 0.000 0.000 0.002 0.007 0.018 0.021 0.008
A=18 0.000 0.000 0.001 0.005 0.017 0.020 0.008
A=19 0.000 0.000 0.001 0.004 0.015 0.019 0.008
A=20 0.000 0.000 0.001 0.004 0.014 0.018 0.008
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Table 2. g(o) for various 0

6 =05 0.4 0.3 0.2 0.1 0.05 0.01
5=0 0.213 0.176 0.136 0.094 0.048 0.025 0.005
6=1 0.310 0.272 0.222 0.164 0.091 0.048 0.010
5=2 0.188 0.182 0.166 0.135 0.082 0.045 0.010
6=3 0.114 0.122 0.123 0.110 0.074 0.043 0.010
8=4 0.069 0.082 0.091 0.090 0.067 0.041 0.010
8=5 0.042 0.055 0.067 0.074 0.061 0.039 0.010
8=6 0.025 0.037 0.050 0.060 0.055 0.037 0.009
6=7 0.015 0.025 0.037 0.049 0.050 0.035 0.009
6=8 0.009 0.017 0.027 0.041 0.045 0.034 0.009
6=9 0.006 0.011 0.020 0.033 0.041 0.032 0.009
8=10 0.003 0.007 0.015 0.027 0.037 0.030 0.009
6=11 0.002 0.005 0.011 0.022 0.033 0.029 0.009
6=12 0.001 0.003 0.008 0.018 0.030 0.027 0.009
8=13 0.001 0.002 0.006 0.015 0.027 0.026 0.009
=14 0.000 0.001 0.005 0.012 0.025 0.025 0.009
é=15 0.000 0.001 0.003 0.010 0.022 0.024 0.009
é=16 0.000 0.001 0.002 0.008 0.020 0.022 0.009
6=17 0.000 0.000 0.002 0.007 0.018 0.021 0.008
6=18 0.000 0.000 0.001 0.005 0.017 0.020 0.008
5=19 0.000 0.000 0.001 0.004 0.015 0.019 0.008

6=20 0.000 0.000 0.001 0.004 0.014 0.018 0.008

numerous paths connecting many different points — then we have
merely taken a single journey from a source to a destination, one
of many on that route alone and amongst many others. However,
in so doing, we have highlighted some general points, applicable
in the wider field.

Networks today are large and complex. This is true of many
systems of course, including other types of network (transport,
physical, chemical, economic, etc.) but the sheer speeds involved
in telecommunications tend to compound this complexity.
Whilst cars on a motorway, for example, can be counted manu-
ally or with fairly primitive equipment, and traffic patterns ade-
quately described using time slots of so many minutes or hours,
network data traffic requires a far greater precision. The effects
of minute changes in behaviour can be both considerable and
quick to take effect. Congestion can build up in data networks in
a fraction of a second, congestion patterns can be widespread but
complex and interdependent; and in the (possibly) short time it
takes the network to respond, huge quantities of data can be lost.
This data may then be retransmitted by higher-level network pro-
tocols, adding to the original congestion. The effect of motorway
traffic bunching too tightly together is well understood nowa-
days. One vehicle slows down, the car behind brakes harder, the
car behind harder still. Eventually one vehicle stops altogether
and a traffic jam appears from nowhere. Imagine a similar situa-
tion happening in a data network but millions of times a second
and at electron speed!

6=05
f4)

g(6) integer values only

0.35 7
0.3

]
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0.1 1
0.05 ’——
0 L
0 1 2 3 4 5 6 7 8 9 10
Interval (s)

Figure 9. fla) and g {0)
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