Oram, Denise & Headon, Mike.  2002.  Conference paper:  Avoiding information systems failure: culturally determined ethical approaches and their practical application in the new economy.  International scientific conference, Kaunas, Lithuania, 18-19 April 2002 (Kaunas University of Technology & Lithuanian Ministry of Social Security and Labour)
Denise Oram
 and Mike Headon

North East Wales Institute, Wrexham, UK

Abstract

Failures in information systems are not only technical in nature.  They are often caused by lack of attention to social factors, especially ethical issues.  This problem is exacerbated by the emergence of the new economy and the consequent rise in the number of trans-national information systems, since cultural differences may give rise to differing perceptions of ethical issues and differing approaches to ethical reasoning.  The authors propose a practical mechanism for addressing this problem:  the culturally negotiated ethical triangle.

Introduction

With the advent of digital technology in the new economy, Information Systems (IS) are central to the economies of the developed world. The spread of global computer networks is continually making radical changes to our society.

With the new global culture, it is the values promoted by the new digital society that are in conflict with traditional values.  These moral values have been accepted for centuries.  How will they be reconciled in any form in such a society?

Oz claims that “almost every worker in the industrialized countries use[s] Information Systems for daily work, the development and implementation of these systems is the responsibility of IS professionals” (Oz, 2001, p.137).  He indicates the conduct of these professionals is influenced by their ethical attitudes.  It is paramount to raise awareness of cultural issues that may affect ethical reasoning and impact on the decision-making process.  The professionalism in the decision-making of these professionals is fundamental to the systems success. 

The total or partial failure of IS development is endemic throughout the business world.  The success or failure of a system cannot totally be seen as dependent on the technical perspective - other considerations are vital to the success of the development and implementation of a system.  According to Sauer (1993), other considerations should include the social, economic, political, and ethical environment.  The authors feel that the cultural aspect should not be overlooked as cultural differences can influence ethical reasoning.

Given the large-scale global diffusion of the new economy global business demands that steps must be taken to ensure these issues are addressed.  These include sensitive areas that invite criticism by their very nature - in particular, ethical and cultural issues are rarely seen to be of importance if at all in the system development process.

This paper is concerned with exploring practical ways in which this situation can be alleviated.

Three problems face the investigator with this aim:

1.  Systems of ethics concern the relationships between one individual and other human beings; hence a system of ethics guides an individual in her or his dealings with those others.  Business projects, however, generally concern the relationships between a group of people (the project team) and other human beings (Smith & Hasnas, 1999, p.111).  Conflicts may arise that need to be resolved.

2.  Cultural differences need to be reconciled.  Whether certain ethical attitudes are culture-free has never been satisfactorily resolved (Jakubowski et al., 2002, pp. 111-112).  On the other hand, experimental evidence seems to suggest that moral values appear to be held with differing degrees of intensity between cultures (French et al., 2001).

3.  Ethics is a highly conceptual field.   Human beings may explicitly subscribe to a particular code of ethics; yet it is rare to find a human being who would not confess to modifying their behaviour so as to contravene such a code when faced with a complex situation.  This highlights the distinction between theoretical ethics, which tells me that I violate the principle of Kant’s logical consistency unless I subscribe exclusively to either a deontological (absolute) system of ethics or a teleological (consequential) system of ethics, and what we may call situated ethics, which takes into account my striving to achieve ethical goals in a confusing and constantly-changing world.

The authors propose a framework within which successful system development can take place.  The framework will allow different perceptions of the concepts at issue to be mapped onto each other.

System Failure

Flowers provides the following definitions of systems failure: “when a system does not operate as expected and its overall performance is sub-optimal, if on implementation it does not perform as originally intended or if it is user-hostile that it is rejected by users and is under-utilised ... if the cost of development exceeds any benefits the system may bring throughout its useful life” (Flowers, 1996, p.2).  He claims that in order to understand the overall scale of failure it is necessary to look at the system as a whole.

System failures can be due to professional or ethical failure or both.  There is significant evidence that many of these failures are caused by limiting the considerations of system stakeholders to just the software developer and the customer (negative social and ethical impacts) (Gotterbarn, 2001, pp 10-11).

Understanding the source of computer system failure and their risks to society is a final step toward safer, more reliable and trustworthy systems.  Ethical decisions are made through judgement and by validating through a rational appeal to a set of principles.

Emphasis should be placed on research into reasons for failure concentrating on cultural and ethical issues since the need to raise ethical awareness is paramount to successful system development.  Research into systems failure and subsequently documented case studies are essential for future progress as “success will often tell us what we already know, but failure is just as valuable since it shows us what we have yet to learn” (Flowers, 1996, p.3).

Ethical Considerations

Different cultures have different perceptions of what constitutes ethical considerations.  Ethics is difficult to define – in insisting upon the introduction of individual human opinions and beliefs and ethical decision-making one may need to rely upon intuition or personal preferences.  “Most of our moral responses seem to be more a matter of intuition and feeling than of reasoning and logical deduction – we are not always the rational creatures we would like to be” (Gross, 1992).  

Ethical issues surrounding computers are unique in the sense that computers have unique characteristics making traditional ethical concepts and theories redundant (Johnson & Nissenbaum, 1995).

Computer ethics is seen as a confusing amorphous subject and there is a presumption that no agreement can be arrived at when discussing ethics.  In their research Sproull et al. (1994) found that computing has developed its own culture and ethical environment that was sometimes at odds with accepted social norms.  

Computer ethics is a relatively new area with undeveloped standards and therefore needs to be directed by guiding principles and professional ethical codes.

Professionalism

Professionalism may be described as meeting the standards set by a profession in terms of individual conduct, competence and integrity, implying a commitment to the interests of all end-users and other stakeholders (Oram & Headon, 2001).

Ethics for the computing professional is seen by Gotterbarn & Rogerson (1997) as “ethical rules and judgements applied in a computing context based on professional standards and a concern for the user of the computing product”.  It must be stressed that this includes not only the user but all the stakeholders in the system.

Computer professionals need to reflect upon their own personal ethical values.  

“The prescriptive reasoning of managers is shaped by their own level of moral sophistications and the ethical climate in which they operate (Trevino, 1986).

Cultural Differences

Increasingly, global business raises many issues relating to ethnic, cultural and economic differences between societies” (Rogerson, 1999).  “Intercultural business conflicts can often be traced to a finite set of cultural differences” (French et al, 2001), cultural differences clearly influence the individual’s ethical reasoning.

Culture may be defined as


A shared set of beliefs, attitudes, norms, values, and behavior organized around a central theme and found among speakers of one language, in one time period, and in one geographic region (Triandis, 1995, p. 443).

Management issues can be created by major cultural differences people have different attitudes and expectations.  Attitudes, expectations, processes and words change over time.  We may be faced with cultural misunderstandings, cultural barriers.  “Despite advances in technology, the human being is still the essential element in an Information System” (Stowell, 1991).

A number of authors have attempted to define axes of cultural difference that can be used as a starting-point for negotiation (Triandis, 1995; Hofstede, 1980, 1991; Hampden-Turner & Trompenaars, 1993; Trompenaars & Hampden-Turner, 1997).  These include individualism/collectivism, uncertainty avoidance or universalism/particularism, power distance or equality/hierarchy, analysis/integration, and orientation towards the environment (or tendency to situatedness).

Americans and British follow Adam Smith’s logic:  “if each individual pursues his own self-interest, an invisible hand will automatically serve the common interests of the larger society” (Hampden–Turner & Tompenaars, 1993, p.14). Other cultures such as the French, German, and Japanese, believe that if needs of the group are considered first, then the invisible hand will …reach down and automatically take care of the desires of the individual” (Thorne & Saunders, 2002).

Yao (1987) found that Chinese managers are more concerned with “saving face” than honesty, while McDonald and Kan (1997) found that Western managers were more likely to engage in ”whistle blowing” and less likely to protect dishonest subordinates.  Other research has found that  “managers in high uncertainty avoidance cultures will be more likely to consider formal professional, industry, and organisational ethical standards and codes in forming their own deontological norms than are managers from low uncertainty avoidance cultures” (Vitell et al., 1993).

The computer revolution brings benefits but also contributes to the destruction of traditional cultures and their values.  It is the majority of non-western societies (some western as well) that follow ethical rules created within traditional systems.  These rules promote the superiority of the society over the individual.  She claims this revolution is a product of western civilisation with a tendency to use computer technology to a greater degree.  Computer ethics is therefore dominated by western scholars with a bias toward a western set of values who “do not see problems in their full complexity and do not see problems that do not form part of their cultural experience  … this can result in a patronising set of theories and rules a totalitarianism of digital civilization” (Gorniak-Kocikowska, 2001).

In a study of the cultural basis of personality, Triandis concludes “Culture can then be conceptualized as providing a ‘tool kit’ of habits, skills, styles, perspectives, norms, rôles and values out of which each individual can construct a potentially unique strategy for action.  This strategy will depend on the way the situation is perceived by the individual” (Triandis, 1995, p. 443).

It is the purpose of the proposed framework to attempt to inhibit the formulation of unique strategies, in favour of a negotiated joint strategy.  French et al. report on a  research project which brought together universalist (focussed on rules), individualist Americans and particularist (focussed on relationships), communitarian French, whose positions were reconciled through constructivist dialogue ethics – a “procedural approach” to ethics, which takes as its starting point “the practice of life” (French et al., 2001, p. 147). It was noted that the initial values held by the French were expressed in both deontological and teleological terms; in practical life, the problem of logical consistency does not loom so large.

The Culturally Negotiated Ethical Triangle

Some issues to be addressed are prescribed by external bodies (that is, outside the project organisation), and the project team is obliged to address them.  These include the statute law of the country in which the project is located.  We may note that while the statutes themselves are generally expressed in deontological terms, the interpretation of such laws in the courts, or at least of the culpability of transgressors – particularly where a jury system is involved - is more often on a teleological (consequential) basis.

Besides legal issues, regulating bodies outside the project organisation may also prescribe certain requirements.  While not having the force of law, enforcement of such regulations may have the effect of causing the IT/IS project – or in extreme cases, the project organisation itself – to cease to exist.

Developers also need to consider further ethical questions at various levels.  Legal and regulatory constraints may be externally defined, but others may vary according to the 

type of system (local, inter-organisational, international) and according to the differing cultural contexts within which a system may be operated.  

How much development effort is to be invested in these matters?  It is proposed that an ethical audit should be carried out in the initial stages of the project, and revisited at regular intervals during project development, implementation, and operation.  To facilitate this, the authors propose the use of a culturally negotiated ethical triangle (see Figure 1).

The culturally negotiated ethical triangle

At the top of the triangle, we place laws and then regulations.  These have to be considered first – hence they appear at the top of the diagram.  As we move down, we next consider those ethical factors considered locally to be of high importance (“must”) – where the team participating in the ethical audit agrees that a duty is 

imposed.  Such a duty may trickle down from the regulatory or even the legal

framework – the boundaries between different levels of the triangle, like all boundaries in this field of study, are fuzzy rather than specific.  Self-regulation within an organisation – for example, a university policy that all information systems should be available to the user in a bi-lingual form – would sit on the boundary between “regulations” and “must”.



Next, we consider ethical factors considered to be of middle importance (“ought”) where the team recognises that an obligation is imposed; and finally, those factors considered to be of some importance (“should”) where the team feels that it is right to proceed in a certain way.  Note that the number of considerations is expected to expand as we move down the list, hence the triangular shape.

In the top two sectors of the triangle, we are operating under external constraints; we may refer to the ethical considerations arising here as constrained ethics.  As we move down the triangle, we need to consider that ethics does concern the impact of the individual’s actions on other people - or rather, for our practical purposes, the impact of the IS/IT project on other people (see Figure 2):




           Figure 2.  Ethical impact:  negotiated ethics

Hence we need to establish a priority for consideration of subjects – who is to be considered first (subject 1), second (subject 2), and so on.  Here we may consider the three normative theories of business ethics described by Smith & Hasnas (1999).  First of these is the stockholder theory, which states that the organisation is an agent of the stockholders (shareholders), and thus, while its employees must conform to laws and regulations, their only other ethical obligation (at the “must” level) is to maximise the financial returns to the stockholders.

The second normative theory is the stakeholder theory, which states that the employees of the organisation have a fiduciary duty not only to the stockholders, but also to other stakeholders in the organisation or project.  This raises two difficulties:  firstly, how are stakeholders to be defined?  Smith & Hasnas limit the list of stakeholders to “those groups that are either vital to the survival and success of the corporation or whose interests are vitally affected by the corporation” (Smith & Hasnas, 1999, p. 115):  they define this list as stockholders, customers, employees, suppliers, and the local community.  The boundaries of these categories are becoming blurred:  does the term “employees” include consultants, subcontractors, part-time staff (Kelly, 1998, p. 256)?  Other writers extend the list of stakeholders to include (in an IS/IT context) “users of the software [note that these are not necessarily the same as “customers”], families of the users, social institutions which may be radically altered by the introduction of the software, the natural environment, social communities, software professionals, employees of the development organization and the development organization itself” (Gotterbarn, 2001, p. 14).  The second difficulty – also highlighted by Gotterbarn – is the identification of relevant and significant stakeholders – that is, where the interests of stakeholders may conflict, which is to be given priority?

The resolution of both these difficulties may be culturally determined – in fact, the effect of cultural differences may increase as we move down the triangle.  For this reason, the cultural audit of proposed systems that cross cultural boundaries needs to be negotiated by a team that includes representatives from different cultures.(Thorne & Saunders, 2002).  Experimental evidence suggests that it is possible to reach a consensus solution in the majority such cases (French et al., 2001).  We may thus refer to the ethical consideration treated here as negotiated ethics.  We may note that the input of participants in the ethical audit at this phase may also be informed by aspects of their own cultural background that operate at higher levels of the triangle – for example, the legal requirement that exists in some Scandinavian countries that the future users of an information system have an absolute right to be involved in the development of that system.

As we move down to the bottom layer of the triangle (“should”), our practical approach means that we now take into account not only the subjects of our actions, but also the immediate circumstances and environment in which the information system is to be developed and operated – what we may term situated ethics – see Figure 3.






           Figure 3.  Ethical impact:  situated ethics

Business organisations and projects are situated in society, but as societies differ, so will the way in which organisations and projects are situated in society differ between cultures.  This leads us to consider Smith & Hasnas’s third normative theory of business ethics:  the social contract theory.  As we extend the list of stakeholders in an information system, we approach the totality of all the members of a society.  We may then consider that the project organisation is legitimated by society – “the members of society give [corporations] legal recognition as a single agent and authorize them to use land and natural resources and to hire the members of society as employees” and hence “managers are obligated to pursue corporate profit only in ways likely to enhance the material well-being of society as a whole” (Smith & Hasnas, 1999, p.116).

It should be noted that the three normative theories of business ethics described “were specifically designed to provide ethical guidance to individuals working for profit-seeking businesses in a market environment” (Smith & Hasnas, 1999, p. 117).  Other ethical “lenses” will be needed for not-for-profit organisations or organisations outside market economies.  As we are dealing with the new economy, it seemed more useful to concentrate on ethical considerations in the market-place.  Nevertheless, the framework provided by the triangle should still hold good.

It should also be noted that the use of the three English modal verbs must, ought and should, represented as in a hierarchy, may be objected to by speakers of languages other than English on the grounds that such modal verbs are not directly transferable from one language to another.  However, it is suggested that a preliminary discussion among the ethical audit team about the labelling of the triangle could be particularly useful in establishing mutual understanding.

Conclusion

Relevant ethical and cultural principles must be established to identify ethical and cultural issues affiliated to system development.  Steps must be taken to ensure that cultural and ethical considerations are included in systems development and implementation.

Differing cultural factors in business can influence how development and implementation of systems can be carried out.  Ethical decisions are made through judgements: differing cultural factors can affect these judgements.  Emphasis should be placed on research into the way cultural differences may influence ethical reasoning. 

The global character of digital technology generates new lifestyles, new standards and human behaviours, new values, new cultures, new civilisations.  Emerging technologies offer opportunities to improve the effectiveness and efficiency of people’s work, and present new threats to their rights.  With the advent of these revolutionary changes comes a need to incorporate ethical values.  “If ethical egoism comes to dominate the global society of digital civilization, how will this affect cultures based on other values? (Gorniak-Kocikowska, 2001, pp. 215-216).

Finally we may conclude with French et al. that “intercultural business conflicts can often be traced to a finite set of cultural differences” but also that “enough similarities exist between cultures to provide the grounds for conflict resolution” (French et al., 2001, p. 145).  The current paper is a contribution to the construction of a practical mechanism for achieving this.
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